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In 2014 and 2015, the Enterprise Resource Planning Board Paid CGlI
for Knowledge Transfer Services That, To This Day, Are Not Fully
Rendered. These Services Would Have Allowed the State to
Independently Operate the wwvOASIS System. As a Result, the Board
Had to Pay High-Priced Consultants to Operate the System and to
Provide the Knowledge Transfer Not Provided by CGI.

Background

The State of West Virginia has contracted with three primary vendors/consultants to
implement its ERP system. The new system, which ultimately became wvOASIS, replaced the
West Virginia Financial Information Management System, also known as FIMS, and integrated
with other state computer systems. The initial contract began in May 2010 with Salvaggio, Teal
and Associates, which subsequently was acquired by Information Services Group, Inc. (ISG?) the
following year. Ultimately, the ISG consulting work has spanned most of the lifecycle of the ERP
project (until the contract was not renewed in May 2017) including planning, selection of the
eventual software vendor, implementation, and support. In 2011, the Legislature created the
Enterprise Resource Planning Board consisting of the Governor, Auditor, and Treasurer to:

...develop, implement, and manage the Enterprise Resource Planning System.

ISG assisted the Board in selecting the eventual software vendor, and the State contracted
with CGI Technologies and Solutions Inc. (CGl), to provide wvOASIS. The third primary
vendor/consultant is Dataview. It was formed by former CGI employees in 2013 and subsequently
in 2014 became an ISG subcontractor on the West Virginia ERP project. Dataview currently
contracts with the State, having taken over the functions of I1SG.

In June 2017, the Legislative Auditor released a report criticizing the Enterprise Resource
Planning Board for unnecessarily spending millions of dollars by allowing consultants to imbed
themselves in line functions instead of training employees to perform critical operational functions.
Notably, state employees were unable to process payroll for state employees without the assistance
and knowledge of consultants. According to wvOASIS officials, state employees have been able
to process payroll independently since August 2017.

The Legislative Auditor Has Concerns with the Enterprise Resource Planning
Board Paying CGI in Advance for Knowledge Transfer That Had Not Been
Completed

As part of the State’s contract, CGl is required to transfer the operational knowledge of the
wVOASIS system to state employees allowing for the system to be operated independently. As the

! Information Services Group (ISG) is one of the “doing business as” names for Information Consulting Acquisition
Corporation (ICAC).



Legislative Auditor highlighted in the June 2017 Post Audits Subcommittee meeting, these
knowledge transfers have been an issue that has allowed contractors to imbed themselves into the
project requiring the State to continue to pay high-priced contractors (CGl, ISG, and Dataview) to
operate the system when state employees if properly trained by CGI would cost the State
significantly less.

In reviewing this issue further, the Legislative Auditor obtained Formal Knowledge
Transfer Sign-Off documents prepared by CGI, reviewed by ISG (additional high-priced
consultants) and wvOASIS ERP staff, and signed by the former wvOASIS Project Director and
current Project Manager. These documents list specific areas of knowledge transfer regarding
different phases of the wvOASIS project; the state employee that was assigned to the knowledge
transfer area; and the dates the knowledge transfer was assigned, due on, and completed on.
However, much of the required knowledge transfer was not completed. It appears that the ERP
Board paid CGI for knowledge transfers that did not occur. This in turn resulted in the ERP
Board having to hire additional high-priced consultants with Dataview, a company formed
during the wwOASIS project and comprised of former CGIl employees who were working on
the project, to provide the knowledge transfers that were not completed by CGI. The
Legislative Auditor has the following four concerns regarding these knowledge transfers and
associated documents:

1. Knowledge Transfer Documents Signed by wvOASIS Project Leaders Without
Knowledge Transfer Being Complete

2. Knowledge Transfer Documents Served as the Trigger to Generate CGI Invoices
Billing the State

3. WVOASIS Enterprise Readiness Team Lead Reviewed Documents Without A Full
Understanding

4. wvOASIS Staff Confirms That in Some Areas the Knowledge Transfers Are Still Not
Completed; Three Years After the ERP Board Paid for the Knowledge Transfer

Knowledge Transfer Documents Signed by wvOASIS Project Leaders Without
Knowledge Transfer Being Complete

These documents, although signed, include blank *“completed on” sections with no
corresponding completion dates for any of the listed knowledge transfer areas. (See Figure 1) The
WVOASIS Project Manager, as well as the Chief Information Officer, indicated to us that not all
knowledge transfer areas in those documents had been completed prior to the documents being
reviewed and signed, and that many have yet to be completed today. Further, the Chief Information
Officer and the Project Manager of wwOASIS stated it was understood that these documents would
be signed before the knowledge transfer was completed and that the knowledge transfer would be
completed at some undefined later date. These documents for Phase C and Phase D were signed
in June 2014 and October 2015 respectively.



Figure 1 — Excerpt from Phase C Formal Knowledge Transfer Sign-Off Document

State of West Virginia WOASIS Enterprise Resource Planning Project
Exhibit 3: Phase C Knowledge Transfer Progress
Phase C Goal Role ) Assigned to | Assigned | Dueon | Completed: Output |
on on i
Knowledge Transfer Asea: Infrastructure / Technical
Define, Setup and Execute Batch Cycles | Batch Administration Casey Hill 3/12/2014 | 6/2/2014 « Multiple mentoring sessions. 1
« Tech [/ Ops Training session (wvOASIS |
Deliverable 10.C) |
HP Blades Admin; HP 3Par Storage Hardware Englneerf Server Fred Branham | 3/12/2014 | 6/2/2014 « Multiple mentoring sessions.
Adrrin; VM Ware Admin; Linux and Admin » Tech / Ops Training session (wvOASIS
‘Windows Admin Deli ble 10.0)
Manage developed forms In Advantage | Configuration Management | Casey Hill 3/12/2014 | 6/2/2014 » Multiple mentoring sessions.
and Central Pro «» Tech / Ops Training sesslon (wvOASIS
Deliverable 10.C)
Prepare and deploy bullds and patches | Configuration Management Casey Hill 3/12/2014 | 6/2/2014 * Multiple mentoring sessions.
» Tech / Ops Training session (wvOASIS
i ble 10.C)
Create and malntaln Source Control Configuration Management Casey HIll 3/12/2014 | 6/2/2014 « Multiple mentoring sessions.
Repositories = Tech [ Ops Training session (wvOASIS
Deliverable 10.C)
Create and maintzin OM checkilsts and | Configuration Management Casey Hill 3f12/2014 | 6/2f2014 = Multiple mentoring sessions.
configurations # Tech / Ops Tralning session (wvOASIS
Dellverahle 10.C}
Database operational malntznance Database Administrator Eric Dye 3/12/2004 | 6/2/2014 » Multiple mentoring sessions.
» Tech / Ops Tralning session (wvDASIS
Deliverable 10.C)
ETL execution, monitoring and trouble | Extract] Transfer / Load Casey HII 37122014 | 6/2/2014  Multiple mentoring sessions.
shooting (ETL) Admin or Operation # Tech / Ops Training session (wvOASIS
Deliverable 10.C)
| Application Server and Installation and | Middleware/ System Admin | Fred Branham | 3/12/2014 | 6/2/2014 « Multiple mentoring sesslons,
Administration = Tech / Ops Tralning session (wvOASIS
Del ble 10.C)
Deliverable #18.C: Formal Knowledge Transfer Sign-Off 10 of 11
= <Gl ©2014 CGI Tachnologies and Solutions Inc. Al rights reserved.

Knowledge Transfer Documents Served as the Trigger to Generate CGI
Invoices Billing the State

We were also informed by the wwOASIS Project Manager that the signing of these Formal
Knowledge Transfer Sign-Off documents served as authorization for CGI to invoice the State for
the completion of knowledge transfers to state employees related to each of the areas listed in the
documents, all of which lacked the “completed on” dates, as previously noted. The Legislative
Auditor questions these invoices, totaling approximately $271,000, for knowledge transfer
deliverables for Phases C and D that were not yet completed. Many of these knowledge transfer
areas are still not completed today. Further, in addition to paying for services not rendered, it
appears that the lack of knowledge transfer to the State resulted in substantial indirect costs when
the State had to contract with high-priced consultants to operate the ERP system.



WVOASIS Enterprise Readiness Team Lead Reviewed Documents Without A
Full Understanding

The Legislative Auditor met with the State Lead of the wvOASIS Enterprise Readiness
Team who was a reviewer of the Formal Knowledge Transfer Sign-Off documents for the State.
We inquired as to why those documents were signed when the dates indicating that the knowledge
transfers were completed were missing. The employee replied she was unaware. The employee’s
role in the review process was not technical in nature, and the employee stated she did not
understand much of the language regarding the knowledge transfer areas within those documents.
The employee stated that their review of the documents was mostly for form and not content, but
could not tell us why the document was signed when what seems to be critical information of the
dates knowledge transfers were “completed on” were missing. While the State Lead may be
proficient in other areas of her job, the Legislative Auditor questions why she was involved in
reviewing a document that contained technical information that she clearly did not understand.
Her review along with others resulted in CGI invoicing the State for activities that were not
completed.

wVOASIS Staff Confirms That in Some Areas the Knowledge Transfers Are
Still Not Completed; Three Years After the ERP Board Paid for the Knowledge
Transfer

Within the Formal Knowledge Transfer Sign-Off documents, several state employees are
identified as being those to whom certain functional knowledge areas of the wvOASIS system
were assigned. We met with one of those state employees who was assigned eight knowledge
transfer areas in both Phase C and D of the wvOASIS project to determine the status of those
knowledge transfer areas, both at the time the Formal Knowledge Transfer Sign-Off documents
were signed and currently. This employee confirmed that none of the eight knowledge transfer
areas assigned to him were completed at the time the Formal Knowledge Transfer Sign-Off
documents were signed. Currently, two of those knowledge transfer areas are yet to be completed.
One of the areas that remains incomplete, Create and Maintain Source Control Repositories, is a
critical area that should have been completed long ago. This knowledge area for Source Control
Repositories is essentially a means to allow programmers of the code for the wvOASIS system to
log any and all changes to the code, including various customizations to fit the unique scenarios
for West Virginia state government operations, and to serve as a back-up should any code revisions
prove to be in error requiring a reversion to the previous code prior to the error. Without knowledge
of this repository or its contents, the State cannot be expected to understand the various
customizations that have been applied to the wwOASIS system and how the applicable code was
written.



We contacted the current Chief Technology Officer of the Office of Technology, who is
not involved in the wvOASIS project, to understand the importance of the areas of knowledge
transfer concerning Create and Maintain Source Control Repositories. We also inquired if the
State not having this knowledge would further increase the cost of the project and the reliance on
consultants to operate the system. In his response, he stated:

Without a centralized data repository of project code information,
staffing resources and contractors with institutional knowledge must
be maintained for daily operational support. This would cause delays
and cost over-runs during project implementation.

His response confirms that much of the additional reliance on contractors to operate the
system and additional costs associated with this reliance is caused by the fact that these knowledge
transfers were not completed.

Additionally, we met with six other wwOASIS staff who were assigned knowledge transfer
areas to determine their status. Many of those employees who were assigned knowledge transfer
areas contained in the Formal Knowledge Transfer Sign-Off documents were no longer employed
with the State. Of those we could meet with, most confirmed that knowledge transfer areas
assigned to them were not completed on the date the Formal Knowledge Transfer Sign-Off
documents were signed. Further, it was stated that knowledge transfer has still not occurred in
several of the areas assigned to them, as of the publishing of this report. Several areas of
knowledge transfer were completed by Dataview employees and not CGl, the party contractually
responsible for and originally paid to provide the knowledge transfers.

The Legislative Auditor Has Concerns of Potential Contract Violations

Based on these issues, legal counsel for Legislative Services reviewed the State’s contracts
with CGl, ISG, and Dataview to determine any potential areas of non-compliance. In conjunction
with legal counsel, the Legislative Auditor identifies the following potential contract violations by
CGl and ISG:

Potential CGI Contract Violations

CGI may have violated its contract with the State for an ERP solution. CGI was
contractually obligated to provide training, education, and knowledge transfer to the State so that
the State could operate and manage the ERP system on its own. The contract called for CGI to
provide educational programs and materials for project team staff and end-users; “comprehensive
training plans”; and a ‘“knowledge transfer plan” that would describe ““the approach for
transferring operational responsibility to the State, . . . the tasks the State must be equipped to
perform, and measures to assure the requisite knowledge has been delivered and received by the
State.”” The contract with CGI also provided that “CGI will be responsible for the analysis, design,



and development of [specific] training materials” and ““training for the core project team [that]
will cover key concepts of software, technical tools and utilities, and operational aspects.”

Further, the contract included provisions that prohibited prepayment for services not yet
completed, including knowledge transfer tasks. The contract specifically provided that *““[a]ny
references to prepayment are deleted. Payment will be in arrears.” Further, “[t]he payment
milestones [which included knowledge transfer plans and knowledge transfer sign-offs] are based
upon specific Deliverables and will be invoiced as completed” (Emphasis Added). The contract
also described the “Formal Knowledge Transfer Sign-Offs” as follows: “As the knowledge
transfer is completed in accordance with the knowledge transfer plan, the State will provide
formal sign-offs.”” (Emphasis Added.) The knowledge transfer was not completed at the time the
sign-off documents were submitted to the State by CGI. The State has acknowledged, in a
comment to CGI’s submission of one of the Formal Knowledge Transfer Sign-Off documents, that
“the deliverable does not meet the agreed requirements for approval, and the Knowledge Transfer
is not complete[.]”” However, it was agreed that CGl would modify the document to include a
statement that knowledge transfer was ongoing. Therefore, it appears that CGI submitted
documentation and an invoice for payment milestones (“Knowledge Transfer Plan” and
“Knowledge Transfer Sign-Offs”) not actually completed and that the State paid CGI for these
knowledge transfer services. A question remains as to whether the State has paid substantial money
to additional contractors (ISG/ICAC and Dataview) on the wvOASIS project for tasks CGI was
contractually obligated, but failed, to perform.

Potential ISG Contract Violations

ISG was another contractor related to the wvOASIS project that may have violated its
contract provisions. Under the contract between ISG and the State, ISG was contracted to acquire
an ERP vendor (which was ultimately CGI). ISG was also contracted to provide subject matter
expertise, “project oversight and quality assurance” of the implementation by the ERP solution.
Two ISG contractors were listed as reviewers on the Formal Knowledge Transfer Sign-Off
documents discussed above. The Legislative Auditor questions how ISG could assure the quality
of a deliverable that was not completed. It is unknown at this time whether ISG charged the State
to review these documents and, if so, for exactly what service they would have provided the State.

Further, during the bidding process in 2009-2010, the State answered questions by ISG in
an addendum to the original Expression of Interest (EOI) issued by the State for the solicitation of
bids. The EOI was incorporated into the subsequent contract with ISG by reference. In that
addendum, ISG was specifically informed that it was prohibited from “implementation services”
of the ERP solution and “further prohibited from consulting with, advising or subcontracting with
any potential ERP vendor on any procurement solicitation issued to develop and/or procure the
ERP solution for West Virginia.”” Sometime around 2014, it appears that ISG began implementing,
operating, and managing wvOASIS. Further, ISG subcontracted with Dataview to implement the
ERP solution. Dataview was a company composed mainly of former CGI employees, who appear
to have worked on the wvOASIS project. Therefore, ISG may have performed implementation



services and sub-contracted with the ERP vendor (if former CGI employees who formed —
Dataview - a separate company can be considered CGI, the ERP vendor).

Consultants Directed by ERP Board to Provide Knowledge Transfer Plan on
February 10, 2017

During the ERP Board meeting on February 10, 2017, the Board recognized the need for
Knowledge Transfer and Training. According to the minutes:

Phase C Knowledge Transfer is a significant concern as some of the most
knowledgeable CGI resources plan to roll off at the end of June and sufficient
knowledge transfer, particularly concerning Phase C. Financials has not
occurred.

Mr. Childers (former wvOASIS Project Director) stated that without adequate
knowledge transfer the worst case scenario is catastrophic failure of the system and
loss of confidence in the system. The State needs to access certain vendor resources
as soon as possible.

The Board then passed a Resolution directing:

...the consultants to prepare a written knowledge transfer and training plan and
provide that written plan to the Board by April 4, 2017.

We were informed by the current wwOASIS Project Dirctor that the consultant ISG did not
fulfill this obligation, nor did the contractor CGI. Ultimately this written knowledge transfer and
training plan was completed by wvOASIS staff. He specifically stated:

Denny, the plan was not done by ISG. It was done by OASIS staff members.

The Legislative Auditor questions why the high-priced consultants did not complete this
directive by the Board, and instead had to be completed by state employees.

Conclusion

The Legislative Auditor’s concern regarding these Formal Knowledge Transfer Sign-Off
documents directly correlates to those concerns expressed in the June 2017 Post Audits
Subcommittee meeting regarding circumstances that have allowed contractors to imbed
themselves into critical functions of the wvOASIS system, prolonging the State’s reliance upon
them to operate the system at significantly increased cost to the taxpayer. As discussed, the signing
of the Formal Knowledge Transfer Sign-Off documents seems to have further allowed CGl, ISG,

7



and now Dataview, which is coincidentally comprised of former CGI employees who were part of
that CGI Implementation Team when the wvOASIS project began, to imbed themselves in critical
operating functions of wwOASIS. Up until this past August, state payroll could not be processed
without the assistance of these contractors, highlighting one of the many functions of the system
which contractors have been so heavily relied upon to perform due to a lack of knowledge transfer
to state employees.

The Legislative Auditor will continue to review these Formal Knowledge Transfer Sign-
Off documents and the outstanding knowledge transfer areas to determine if there were any further
areas of non-compliance with CGI in regard to their contract requirements. Also, we are still
reviewing other aspects of the wvOASIS project. We will report any conclusions regarding
potential areas of non-compliance with the terms of the contracts between CGI, ISG, Dataview,
and the State, and any additional issues concerning the wvOASIS project at a later date.

Recommendation

The Legislative Auditor recommends that the Enterprise Resource Planning Board begin
documenting instances of possible non-compliance with contract provisions, such as these
knowledge transfers, and consult the Attorney General as to any possible legal action that could
be taken due to non-compliance.
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18.D Formal Knowledge Transfer Sign-Off
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1 DOCUMENT ORGANIZATION

This document is organized into the following major sections:

> Section 1 - Document Organization: This section lists the deliverable document
sections, references the related Deliverable Expectations Document, and defines any
common terminology.

> Section 2 - Introduction: This section describes the goals and purpose of the
deliverable.

> Section 3 - Knowledge Transfer Sign Off: This section lists the knowledge transfer
activities for which sign-off has been obtained, with references to the formal sign-off
documents which will be included in the Knowledge Tracking database on Ensemble.

1.A DELIVERABLE EXPECTATION DOCUMENT

This deliverable is based on the following Deliverable Expectation Document:
> Deliverable #18.A: Formal Knowledge Transfer Sign-Off, approved by the state on
2/25/2013.

1.B TERMINOLOGY

Common terms or acronyms used throughout this document are defined in the Project Glossary
on the wvOASIS Ensemble SharePoint site.

- 18.D: Formal Knowledge Transfer Sign-Off 6 of 11
g CG| © 2014 CGI Technologies and Solutions Inc. All rights reserved.
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2 INTRODUCTION

The purpose of Deliverable 18.D, Formal Knowledge Transfer Sign-Off is to identify the
completion of Knowledge Transfer activities for Phase D The Knowledge Transfer areas

This document signifies that Phase D Knowledge Transfer activities have occurred. This
Knowledge Transfer delivery fulfills the Phase D activities included in Deliverable 17.A-E
Knowledge Transfer Plan. The Knowledge Transfer Tracking Library does not yet contain the
State’s posted, final versions of their Role Assignment status and outputs. As identified in the
Knowledge Transfer plan, some Knowledge Transfer activities were applicable for more than
one Phase and some are Phase D specific. In addition, Knowledge Transfer activities have
begun for Phase D for the activities listed, but some are ongoing throughout Phases D and E
and will be completed no later than the end of the support period after implementation.

The Knowledge Transfer activities for Phase D are associated with Interface and Integration
Administration, Integration Configuration and Integration Development as depicted below. State
resources were on-boarded by the associated dates shown below in order to complete full
knowledge transfer.

Exhibit 1: Phase D Knowledge Transfer Roles, Onboard Date and Prerequisites

* Experience with Schedulers and Shell scripting
Batch Administration 10/1/2013 » Knowledge of Batch processes within the ERP
system
¢ Familiarity with CM concepts
. * Experience with shell scripting and Ant tools
ﬁg?‘f;glg;t;? 9/9/2013 * Expertise with Version Management Tools
g * InfoAdvantage Project Training
» Proficiency with Linux
Database Administration 4/15/2013 ¢ Oracle Database Administration and tools
Extract/Transfer/Load x
(ETL) Administration or 7/1/2013 ¢ InfoAdvantage overview session
Operation
Form Development 5/1/2013 ¢ InfoAdvantage Project Training
18.D: Formal Knowledge Transfer Sign-Off 7 of 11
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Hardware

» Knowledge of HP Blade Hardware and
configuration

igﬂ?n?:tﬁilxer /112013 ¢ VMWare management _

e Linux and Windows Administration

e Proficiency with SQL
Interface/Integration 70112013 * Interface/Integration Tool training: Integration
Administration Manager

» Advantage Business Integrator
Icrg?mrffgﬂt?;igramn 71112013 » Proficiency with Linux o
Management e Navigation Capabilities within the Application

e PDI Training
Interface/Integration 5/1/2013 and » Proficiency with Java
Development 1/1/2014 e Knowledge of SDLC Processes
¢ Knowledge of ETL Methodologies
. * Knowledge and Expertise in Installation,
Xé‘:ﬂ;‘g’tar;?fnyﬂem 4/5/2013 administration and debugging of WebSphere
product suite and Business Objects servers
 SDLC processes, High level knowledge of ERP
system and the components
Release Management Sloratils * Experience with Change management and
configuration management processes
* InfoAdvantage Praject training
Report Development 5/1/2013 = Proficiency with Linux

¢ Knowledge of PL/SQL

Reports Development:
HR Universes

9/23 - 26, 2013

The Universes reviewed were;
s Personnel

o Position Control

e Leave

e Deductions

e Benefits

e Pay Information

e Pay Cycle

e Payroll

Security Administration

8/5/2013 and
2/1/2014

= InfoAdvantage Project Training

» Broad knowledge of ERP systems (Preferably
Advantage)

» Basic understanding of user level security for
Advantage and Kronos Time and Leave

» Basic knowledge of who the users are and what
functions they will be performing for Advantage
and Kronos Time and Leave

= Understand the basic differences between
Tables/Queries/Jobs/Documents/P ages/Tabs

within Advantage

o 18.D: Formal Knowledge Transfer Sign-Off 8 of 11
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POST AUDITS SUBCOMMITTEE
MEMBERS

SENATE MEMBERS HOUSE MEMBERS
President, Mitch Carmichael Tim Armstead, Speaker

Ed Gaunch Timothy Miley
Roman Prezioso Eric E. Nelson Jr.
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- POST AUDIT DIVISION -

Legislative Auditor: Aaron Allred
Post Audit Director: Denny Rhodes

Room 329 W, Building 1
1900 Kanawha Boulevard East
Charleston, West Virginia 25305
Phone: (304) 347-4880
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